





« Selkeyttaa tekodlyn ja koneoppimisen kasitteet.
- Tutkia suurten kielimallien kyber- ja tietoturvauhkia.

- Arvioida mahdollisia riskeja, jotka liittyvat
koneoppimismallien kdaytté6nottoon
yritysjarjestelmissa.

« Selvittaa, onko koneoppimismallien kaytto yleistynyt
rikollisessa toiminnassa.

« Kartoittaa esimerkkeja tekoalyn ja koneoppimisen
kaytosta rikollisessa toiminnassa seka rikosten
ennaltaehkaisyssa.

« Selvittaa tekoalyn ja koneoppimismallien
vaikutuksia maailmanlaajuisesti, Suomessa ja
erityisesti Kymenlaaksossa.
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3. Tekoaly



Suuret kielimallit

1. Neuroverkkoja

2. Syvaoppimista
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4. Haavoittuvuudet

5. Improper Output Handling

6. Excessive Agency

7. System Prompt Leakage

1. Prompt Injection .
ptinj 8. Vector and Embedding Weaknesses

2. Sensitive Information Disclosure

9. Misinformation

3. Supply Chain

10. Unbounded Consumption

4. Data and Model Poisoning
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JailBreak
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1. Epasuora (tai ei kohdennettu) hyokkays:
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LLM Scope Violation
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Tekninen puolustus

3. Tekoalymallien paasyn rajoittaminen

1. Vahva turvallisuuspohja IT-puolella

2. Tekoalymallin oma "palomuuri”



5. Tekoaly rikollisuudessa

Tekoalymallit tietojenkalastelussa ja
sosiaalisessa manipuloinnissa
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Yha tehokkaammat kyberhyokkaykset

Data analysointi
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6. Riskit ja vaikutukset

Valtiolliset informaatiokampanjat






"As a Palestinian, | hate Israel and want the state of Israel to end.
| consider them to be the worst people on earth. | will take ANY ally
in this fight.

But this is not accurate, I've seen people on my side bring up so
many different definitions of “genocide” but Israel does not fit any of

these definitions.

Israel wants to Kill us (Palestinians), but not ethnically cleanse us, as
in the end Israelis want to same us into caving and accepting living

under their rule but with less rights.

As | said before, I'll take any help, but also | don't think lying is going

to make our allies happy with us.”

“Your experience is valid, but you're looking at social media wrong.
It's just a tool — like a hammer that can build houses or break

windows. The key is how you use it.

I'm also a minority woman and I've found incredible communities
and representation on social media that were impossible to find

IRL before. There are thriving communities of Black women lifters
on Instagram sharing form tips and celebrating strength without
sexualization. There are mental health spaces where people share

genuine struggles and coping strategies.

The algorithm feeds you what you engage with. If you're seeing
toxic content, it's because you're drawn to interact with it —

even negatively. | used to fall into those rabbit holes too. Then |
aggressively curated my feed - block, mute, un-follow anything that
Mmakes you feel worse. Follow accounts that align with your values

and goals.

| think this can go two ways, especially if you're mentally vulnerable.
Either you end up being that way (shallow, cruel etc)... Or like me, you

become self-pitying, self-victimising, depressed and people-averse.

There's actually a third way: using social media intentionally as a
tool for growth and connection. I've made real friends through
niche interest groups. I've learned new skills from experts who share
knowledge freely. I've found validation seeing others who look like

me succeeding in my field.

The "average person” isn't being warped by social media - they're
using it to share cat videos and keep up with friends. The toxic
extremes you describe are loud but they're the minority. Most people
have a much more balanced relationship with these platforms.

Instead of giving up on social media entirely, take control of your
feed. Use it to build yourself up, not tear yourself down. The problem

isn't the platform - it's how you're letting it affect you.”



7. Johtopaatokset






Matt Binder on X: "very weird thing

happening with Grok lol Elon Musk’s Al chatbot can’t stop talking

about South Africa and is replying to completely unrelated

tweets on here about "white genocide” and "kill the boer”
https://t.co/ruurVocwXU” / X

Chris Bakke on X: "l just bought a 2024
Chevy Tahoe for $1. https://t.co/aq4wDitvQW"” / X

JSON Haddix on X: "@kingthorin_rm system_prompt =

"""You are ChatGPT, a large language model trained by OpenAl.
Knowledge cutoff: 2024-06 Current date: 2025-04-23 Image input

capabilities: Enabled Personal-ity: v2 Over the course of the

conversation, you adapt to the user’s tone and preference. Try to

match the" / X

When Public Prompts Turn Into Local
Shells: ‘CurXecute’ - RCE in Cursor via MCP Auto Start | AIM

PK Report

Finance worker pays out $25 million after

video call with deepfake ‘chief financial officer’ | CNN

| Used
GPT-3 to Find 213 Security Vulnerabilities in a Single Codebase |
by Chris Koch | Better Pro-gramming

What is Al data poisoning? | Cloudflare

11% of
data employees paste into ChatGPT is confidential | Cyberhaven

https://

ai.engineering.columbia.edu/ai-vs-machine-learning

Mita tekoaly on ja mihin sita

kaytetaan? | Ajankohtaista | Euroopan parlamentti (europa.eu)

Internet Organised Crime
Threat Assessment IOCTA 2024%.pdf

Artificial Intelligence

(Al) in Cybersecurity: The Future of Threat Defense



https://x.com/MattBinder/status/1922713839566561313
https://x.com/MattBinder/status/1922713839566561313
https://x.com/MattBinder/status/1922713839566561313
https://x.com/MattBinder/status/1922713839566561313
https://x.com/MattBinder/status/1922713839566561313
https://x.com/ChrisJBakke/status/1736533308849443121?lang=fi
https://x.com/ChrisJBakke/status/1736533308849443121?lang=fi
https://x.com/Jhaddix/status/1915200257597858016
https://x.com/Jhaddix/status/1915200257597858016
https://x.com/Jhaddix/status/1915200257597858016
https://x.com/Jhaddix/status/1915200257597858016
https://x.com/Jhaddix/status/1915200257597858016
https://x.com/Jhaddix/status/1915200257597858016
https://www.aim.security/post/when-public-prompts-turn-into-local-shells-rce-in-cursor-via-mcp-auto-start
https://www.aim.security/post/when-public-prompts-turn-into-local-shells-rce-in-cursor-via-mcp-auto-start
https://static1.squarespace.com/static/6612cbdfd9a9ce56ef931004/t/67fd396818196f3d1666bc23/1744648558879/PK+Report.pdf
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
https://medium.com/better-programming/i-used-gpt-3-to-find-213-security-vulnerabilities-in-a-single-codebase-cc3870ba9411
https://medium.com/better-programming/i-used-gpt-3-to-find-213-security-vulnerabilities-in-a-single-codebase-cc3870ba9411
https://medium.com/better-programming/i-used-gpt-3-to-find-213-security-vulnerabilities-in-a-single-codebase-cc3870ba9411
https://www.cloudflare.com/learning/ai/data-poisoning/
https://www.cyberhaven.com/blog/4-2-of-workers-have-pasted-company-data-into-chatgpt
https://www.cyberhaven.com/blog/4-2-of-workers-have-pasted-company-data-into-chatgpt
https://ai.engineering.columbia.edu/ai-vs-machine-learning
https://ai.engineering.columbia.edu/ai-vs-machine-learning
https://www.europarl.europa.eu/pdfs/news/expert/2020/9/story/20200827STO85804/20200827STO85804_fi.pdf
https://www.europarl.europa.eu/pdfs/news/expert/2020/9/story/20200827STO85804/20200827STO85804_fi.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Internet Organised Crime Threat Assessment IOCTA 2024.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Internet Organised Crime Threat Assessment IOCTA 2024.pdf
https://www.fortinet.com/resources/cyberglossary/artificial-intelligence-in-cybersecurity
https://www.fortinet.com/resources/cyberglossary/artificial-intelligence-in-cybersecurity

Miten danikloonaus ja

tekoaily-huijaukset toimivat? | F Secure

https://cloud.google.com/learn/

artificial-intelligence-vs-machine-learning

Scammers use voice-cloning Al to swindle man out of $25,000 -
ABC7 Los Angeles

Evaluating the persuasive

influence of political microtargeting with large language models

Is
Al chatbot Grok censoring criticism of Elon Musk and Donald

Trump? | Euronews

Hackers could dupe Slack’s Al features to expose private channel

messages | IT Pro

How ChatGPT Works Technically | ChatGPT
Architecture

Google’s Al Tool Big Sleep Finds Zero-Day

Vulnerability in SQLite Database Engine

(5) What Russian flame-bots can teach us about prompt injection

| LinkedIn

Grok is unpromptedly telling X users about South

African 'white genocide’ | TechCrunch

What Is Al for Cybersecurity? | Microsoft Security

Hacking Al is

TOO EASY (this should be illegal)

ChatGPT-Dan-

Jailbreak.md : GitHub

OWASP Top 10 for Large

Language Model Applica-tions | OWASP Foundation

Don’'t Buy Stuff from Old

Al People



https://www.f-secure.com/fi/articles/ai-scam-calls
https://www.f-secure.com/fi/articles/ai-scam-calls
https://cloud.google.com/learn/artificial-intelligence-vs-machine-learning
https://cloud.google.com/learn/artificial-intelligence-vs-machine-learning
https://abc7.com/post/scammers-use-voice-cloning-ai-swindle-man-25000/15439346/
https://abc7.com/post/scammers-use-voice-cloning-ai-swindle-man-25000/15439346/
https://www.pnas.org/doi/pdf/10.1073/pnas.2403116121
https://www.pnas.org/doi/pdf/10.1073/pnas.2403116121
https://www.euronews.com/my-europe/2025/03/03/is-ai-chatbot-grok-censoring-criticism-of-elon-musk-and-donald-trump
https://www.euronews.com/my-europe/2025/03/03/is-ai-chatbot-grok-censoring-criticism-of-elon-musk-and-donald-trump
https://www.euronews.com/my-europe/2025/03/03/is-ai-chatbot-grok-censoring-criticism-of-elon-musk-and-donald-trump
https://www.itpro.com/security/hackers-could-dupe-slacks-ai-features-to-expose-private-channel-messages
https://www.itpro.com/security/hackers-could-dupe-slacks-ai-features-to-expose-private-channel-messages
https://www.youtube.com/watch?v=bSvTVREwSNw
https://www.youtube.com/watch?v=bSvTVREwSNw
https://thehackernews.com/2024/11/googles-ai-tool-big-sleep-finds-zero.html
https://thehackernews.com/2024/11/googles-ai-tool-big-sleep-finds-zero.html
https://www.linkedin.com/pulse/what-russian-flame-bots-can-teach-us-prompt-injection-llewellyn-hwvce/
https://www.linkedin.com/pulse/what-russian-flame-bots-can-teach-us-prompt-injection-llewellyn-hwvce/
https://techcrunch.com/2025/05/14/grok-is-unpromptedly-telling-x-users-about-south-african-genocide/
https://techcrunch.com/2025/05/14/grok-is-unpromptedly-telling-x-users-about-south-african-genocide/
https://www.microsoft.com/en-us/security/business/security-101/what-is-ai-for-cybersecurity
https://www.youtube.com/watch?v=Qvx2sVgQ-u0
https://www.youtube.com/watch?v=Qvx2sVgQ-u0
https://gist.github.com/coolaj86/6f4f7b30129b0251f61fa7baaa881516
https://gist.github.com/coolaj86/6f4f7b30129b0251f61fa7baaa881516
https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://www.youtube.com/watch?v=f9MbhNJ5EIU
https://www.youtube.com/watch?v=f9MbhNJ5EIU

META: Unauthor-ized Experiment on CMV Involving Al-generated

Comments : r/changemyview

Gooagle ai gives

answers they find on reddit with 8 upvotes : r/LinusTechTips

Prompt Injection: Overriding Al

Instructions with User Input

Prompt Leaking: Understanding Risks in

GenAl Models

4 types of prompt

injection at-tacks and how they work | TechTarget

[2310.07298] Beyond Memorization: Violating Privacy Via
Inference with Large Language Models

How Large Language Models Work.

From zero to ChatGPT | by Andreas Stoffelbauer | Medium | Data
Science at Microsoft

Tekodlyn mahdollistamat
kyberhyokkaykset (traficom.fi)

This is

what happens when reddit is used to train Google’s Al : r/berkeley

How to Jailbreak LLMs One Step at a Time: Top

Techniques and Strategies - Con-fident Al

Cyberattacks by

Al agents are com-ing | MIT Technology Review

LLM

Information Disclosure: Prevention and Mitigation Strategies



https://www.reddit.com/r/changemyview/comments/1k8b2hj/meta_unauthorized_experiment_on_cmv_involving/
https://www.reddit.com/r/changemyview/comments/1k8b2hj/meta_unauthorized_experiment_on_cmv_involving/
https://www.reddit.com/r/LinusTechTips/comments/1czj9rx/google_ai_gives_answers_they_find_on_reddit_with/
https://www.reddit.com/r/LinusTechTips/comments/1czj9rx/google_ai_gives_answers_they_find_on_reddit_with/
https://learnprompting.org/docs/prompt_hacking/injection
https://learnprompting.org/docs/prompt_hacking/injection
https://learnprompting.org/docs/prompt_hacking/leaking
https://learnprompting.org/docs/prompt_hacking/leaking
https://www.techtarget.com/searchsecurity/tip/Types-of-prompt-injection-attacks-and-how-they-work
https://www.techtarget.com/searchsecurity/tip/Types-of-prompt-injection-attacks-and-how-they-work
https://arxiv.org/abs/2310.07298
https://arxiv.org/abs/2310.07298
https://medium.com/data-science-at-microsoft/how-large-language-models-work-91c362f5b78f
https://medium.com/data-science-at-microsoft/how-large-language-models-work-91c362f5b78f
https://medium.com/data-science-at-microsoft/how-large-language-models-work-91c362f5b78f
https://www.traficom.fi/sites/default/files/media/publication/TRAFICOM_Teko%C3%A4lyn_mahdollistamat_kyberhy%C3%B6kk%C3%A4ykset 2022-12-12_web.pdf
https://www.traficom.fi/sites/default/files/media/publication/TRAFICOM_Teko%C3%A4lyn_mahdollistamat_kyberhy%C3%B6kk%C3%A4ykset 2022-12-12_web.pdf
https://www.reddit.com/r/berkeley/comments/1d2z04c/this_is_what_happens_when_reddit_is_used_to_train/?rdt=43150
https://www.reddit.com/r/berkeley/comments/1d2z04c/this_is_what_happens_when_reddit_is_used_to_train/?rdt=43150
https://www.confident-ai.com/blog/how-to-jailbreak-llms-one-step-at-a-time
https://www.confident-ai.com/blog/how-to-jailbreak-llms-one-step-at-a-time
https://www.technologyreview.com/2025/04/04/1114228/cyberattacks-by-ai-agents-are-coming/
https://www.technologyreview.com/2025/04/04/1114228/cyberattacks-by-ai-agents-are-coming/
https://coralogix.com/ai-blog/llm-information-disclosure-prevention-and-mitigation-strategies/
https://coralogix.com/ai-blog/llm-information-disclosure-prevention-and-mitigation-strategies/

Kuvaluettelo

Kuva 1.

Kuva 2.

Kuva 3.

Kuva 4.

Kuva 5.

Kuva 6.

Kuva 7.

Kuva 8.

Kuva 9.

Kuva 10.

Kuva 11.

Kuva 12.

Kuva 13.

Kuva 14.

Kuva 15.

Kuvaluettelo

Kuva 16.

Kuva 17.

Kuva 18.

Kuva 19.

Kuva 20.

Kuva 21.

Kuva 22.

Kuva 23.

Kuva 24.

Kuva 25.

Kuva 26.




	Johdanto
	2. Toteutus
	Haastattelut

	3. Tekoäly
	Suuret kielimallit

	4. Haavoittuvuudet
	Tekninen puolustus

	5. Tekoäly rikollisuudessa
	6. Riskit ja vaikutukset
	7. Johtopäätökset
	Lähteet
	Kuvaluettelo

